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[bookmark: _Toc26534960]***********************CHANGE START*******************************************
10.5.1.1	REPORT record information
The REPORT record is used to report non-communication related target actions (events) and for reporting unsuccessful packet-mode communication attempts. In addition, this record is also used to report some target actions which may trigger communication attempts or modifications of an existing communication, when the communication attempt or the change of the existing communication itself is reported separately. The REPORT records are also used to deliver the LALS reports.
The REPORT record shall be triggered when:
-	the target’s UE performs an E-UTRAN attach procedure (successful or unsuccessful) including via a HeNB;
-	the target’s UE performs an E-UTRAN detach procedure including via a HeNB;
-	the target’s UE is unsuccessful at performing an EPS bearer activation procedure;
-	the target's UE performs an UE requested bearer resource modification;
-	the target’s UE performs a tracking area/EPS location update;
-	optionally when the target’s UE leaves the old MME;
-	the target’s UE performs an UE requested PDN connectivity procedure;
-	the target’s UE performs an UE requested PDN disconnection procedure;
-	the target’s UE is unsuccessful at performing a PMIP attach/tunnel activation procedure;
-	the target’s UE is unsuccessful at performing a MIP registration/tunnel activation procedure;
-	the target’s UE is unsuccessful at performing a DSMIP registration/tunnel activation procedure;
-	optionally when the target’s UE enters or leaves IA (FFS);
-	the target’s UE is ordered by the network to perform an home agent switch;
-	as a national option, a mobile terminal is authorized for service with another network operator or service provider; in that case, other related events are required as cancel location, register location, location information request from a third party’s node;
--	as a national option, a REPORT record have to be generated when there is a HSS subscriber record change of IMSI or of MSISDN or IMEI triggered by a messages to or from the HSS;
-	the interception of a target is started with E-UTRAN attached target. If there are more than one PDN connections then a REPORT record is generated per PDN connection.;
-	packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it is sent or received by the target for an EPS bearer/session.;
-	when packet data summary reporting is performed on an summary basis for an EPS bearer/session associated with a particular packet flow (defined as the combination of source IP address, destination IP address, source port, destination port, and protocol and for Ipv6 also include the flow label) and:
-	the packet flow starts,
-	an interim packet summary report is to be provided, or
-	packet flow ends including the case where the EPS bearer/session is deactivated.
	An interim packet summary report is triggered if:
-	the expiration of a configurable Summary Timer per intercept occurs. The Summary Timer is configurable in units of seconds, or
-	a per-intercept configurable count threshold is reached;
-	when a LALS report is received from the LI LCS Client.
Packet Data Header Information is reported either on a per-packet (i.e., non-summarised) basis or in a summary report. These reports provide IRI associated with the packets detected. The packet data header information related REPORT record is used to convey packet header information during an active EPS bearer/session.
NOTE:	In the case of IP Fragments, Packet Data Header Information on a 6-tuple basis may only be available on the first packet and subsequent packets may not include such information and therefore may not be reported.
Table 10.5.1.1.1: E-UTRAN Attach REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed External Identifier
	
	

	observed ME Id
	
	

	event type
	C
	Provide E-UTRAN Attach event type.

	Event date
	M
	Provide the date and time the event is detected.

	Event time
	
	

	network identifier
	M
	Shall be provided.

	logicalFunctionInformation
	O
	Used to distinguish between multiple logical functions operating in a single physical network element.

	Lawful intercept identifier
	M
	Shall be provided.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE, including the primary cell ID from each of the Master Cell (Pcell) and Secondary Cell (PSCell) groups of the target, if available.

	Time of Location
	C
	Date/Time of Location (if target location provided).

	Failed attach reason
	C
	Provide information about the reason for failed attach attempt of the target.

	PDN Type
	C
	Indicated the used IP version (Ipv4, Ipv6, Ipv4/Ipv6), including possible reason for modification by the network

	APN
	C
	Provides the Access Point Name

	Protocol Configuration Options
	C
	Provides information sent from the UE to the network

	Attach type
	C
	Provides the type of attach

	EPS bearer identity
	C
	When the attach is successful, provides the allocated EPS bearer identity.

	CSG Identity
	C
	Provide if closed/hybrid HeNB is used in the UE attachment to the network

	HeNB Identity
	C
	Provide information to identify the HeNB serving the target’s UE.

	HeNB IP address
	C
	Provide the IP Address of the HeNB serving the target’s UE used during location verification. 

	HeNB Location
	C
	Provide, when authorized, to identify location information for the HeNB serving the target’s UE.

	Tunnel Protocol
	C
	Provide to identify the tunnel protocol used to transport the signalling and communications between the HeNB and the EPC.



Table 10.5.1.1.2: E-UTRAN Detach REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed External Identifier
	
	

	observed ME Id
	
	

	event type
	C
	Provide E-UTRAN Detach event type.

	Event date
	M
	Provide the date and time the event is detected.

	Event time
	
	

	network identifier
	M
	Shall be provided.

	logicalFunctionInformation
	O
	Used to distinguish between multiple logical functions operating in a single physical network element.

	Lawful intercept identifier
	M
	Shall be provided.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s MS, including the primary cell ID from each of the Master Cell (Pcell) and Secondary Cell (PSCell) groups of the target, if available.

	Time of Location
	C
	Date/Time of Location (if target location provided).

	Initiator
	C
	Provided to indicate whether the detach is UE or network initiated

	Switch off indicator
	C
	Provided to indicate whether the detach is due to a switch off

	Detach type
	C
	Sent by the network to the UE to indicate the type of detach

	CSG Identity
	C
	Provide if closed/hybrid HeNB is used in the UE detachment from the network

	HeNB Identity
	C
	Provide information to identify the HeNB serving the target’s UE.

	HeNB IP address
	C
	Provide the IP Address of the HeNB serving the target’s UE.

	HeNB Location
	C
	Provide, when authorized, to identify location information for the HeNB serving the target’s UE.



Table 10.5.1.1.3: Bearer Activation (unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	Observed ME Id
	
	

	PDN address allocation
	C
	Provides the PDN type and PDN address(es) used by the network.

	Event type
	C
	Provide EPS Bearer Activation event type.

	Event date
	M
	Provide the date and time the event is detected.

	Event time
	
	

	access point name
	C
	Provide to identify the packet data network to which the attempt to connect was made; this information may be provided by the UE; the parameter is applicable only for default bearer activation. 

	RAT type
	C
	Provide the Radio Access Type used by the target. 

	Initiator
	C
	Provide to indicate whether the EPS bearer activation is network-initiated, target-initiated, or not available.

	Network identifier
	M
	Shall be provided. 

	logicalFunctionInformation
	O
	Used to distinguish between multiple logical functions operating in a single physical network element.

	Lawful intercept identifier
	M
	Shall be provided.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE,. including the primary cell ID from each of the Master Cell (Pcell) and Secondary Cell (PSCell) groups of the target, if available.

	Time of Location
	C
	Date/Time of Location (if target location provided).

	Failed bearer activation reason
	C
	Provide information about the reason for failed bearer activation attempts of the target.

	EPS bearer QOS
	C
	Provide to identify the QOS parameters. The parameter carries the requested EPS bearer QOS.

	Bearer activation type
	C
	Provides information on default or dedicated bearer failed activation

	APN-AMBR
	C
	The Aggregate Maximum Bit Rate foreseen for the APN. The parameter carries the subscribed APN-AMBR.

	Protocol configuration options 
	C
	Provide information about the protocol configuration options requested by the UE

	Procedure transaction identifier
	C
	Used to associate the EPS bearer activation attempt to other messages triggering the procedure.

	Linked EPS bearer identity
	C
	Provides, in case of failed dedicated bearer activation attempt, the EPS bearer id of the associated default bearer; not applicable in case of default bearer activation attempt.

	Traffic Flow Template TFT
	C
	The TFT associated to the dedicated bearer activation attempt; not applicable in case of default bearer activation attempt

	Handover indication
	C
	Provide information that the procedure is triggered as part of a handover

	UE Local IP Address
	C
	The UE local IP address reported over GTP based S2b interface TS 29.274 [46].

	UE UDP Port
	C
	The UE UDP Port number provided in case of GTP based S2b interface TS 29.274 [46].

	WLAN location information
	C
	The TWAN identifier provided in case of GTP based S2b interface TS 29.274 [46].

	WLAN location timestamp
	C
	The TWAN identifier timestamp provided in case of GTP based S2b interface TS 29.274 [46].



Table 10.5.1.1.4: UE requested bearer resource modification REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	Observed ME Id
	
	

	event type
	C
	Provide UE requested bearer resource modification event type.

	Event date
	M
	Provide the date and time the event is detected.

	Event time
	
	

	network identifier
	M
	Shall be provided. 

	logicalFunctionInformation
	O
	Used to distinguish between multiple logical functions operating in a single physical network element.

	Lawful intercept identifier
	M
	Shall be provided.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s UE,. including the primary cell ID from each of the Master Cell (Pcell) and Secondary Cell (PSCell) groups of the target, if available.

	Time of Location
	C
	Date/Time of Location (if target location provided).

	Failed bearer modification reason
	C
	Provide information about the reason for failed UE requested bearer resource modification.

	EPS bearer QOS
	C
	Provide to identify the QOS parameters.

	Procedure transaction identifier
	C
	Used to associate the UE requested bearer resource modification to other messages related to the procedure.

	Linked EPS bearer identity
	C
	Provides the EPS bearer id of the associated default bearer.

	EPS Bearer identity 
	C
	Provides the EPS bearer id of the bearer which the request refers to.

	Traffic Aggregate Description 
	C
	Description of the packet filter(s) for the traffic flow aggregate

	Protocol Configuration Options
	C
	Provide information about the protocol configuration options requested by the UE.



Table 10.5.1.1.5: Tracking Area/EPS Location Update REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed External Identifier
	
	

	observed ME Id
	
	

	event type
	C
	Provide Tracking Area/EPS Location Update event type.

	Event date
	M
	Provide the date and time the event is detected.

	Event time
	
	

	network identifier
	M
	Shall be provided.

	logicalFunctionInformation
	O
	Used to distinguish between multiple logical functions operating in a single physical network element.

	Lawful intercept identifier
	M
	Shall be provided.

	Location information
	C
	Provide, when authorized, to identify location information for the target’s MS, including the primary cell ID from each of the Master Cell (Pcell) and Secondary Cell (PSCell) groups of the target, if available. This parameter, in case of inter-MME TAU, will be sent only by the new MME.

	Time of Location
	C
	Date/Time of Location (if target location provided).

	Old location information
	O
	Provide (only by the old MME), when authorized and if available, to identify the old location information for the target’s MS, including the primary cell ID from each of the Master Cell (Pcell) and Secondary Cell (PSCell) groups of the target, if available.

	ProSe Remote UE(s) IDs
	C
	Applicable in case the target UE is a ProSe UE-to-NW Relay. Provided if available.

	ProSe Remote UE(s) IP info
	C
	Applicable in case the target UE is a ProSe UE-to-NW Relay. Provided if available.

	Failure reason
	C
	Provide, in unsuccessful case, the reason for the failure or rejection of the network procedure.



In case of inter-MME TAU, Tracking Area/EPS Location Update REPORT Record shall be sent in the following cases:
-	when the target’s UE moves to the new MME;
-	optionally when the target’s UE leaves the old MME.
In addition to the case of Tracking Area Update, a Tracking Area/EPS Location Update REPORT Record shall also be sent in the following cases:
-	the target’s UE performs an UE triggered service request;
-	the target’s UE is involved in an X2-based handover;
-	the target’s UE is involved in a S1-based handover;.
- 	an S1AP E-RAB MODIFICATION INDICATION message is received as a result of Dual Connectivity activation/release for the target’s UE (see TS 37.340 [99], clause 10).


*********************** CHANGE END*******************************************
